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GDPR-Compliant
Lead Generation

What do | need to know?




GDPR-Compliant Lead Generation and Cold Outreach

This document provides a comprehensive guide on GDPR-compliant practices for lead
generation and cold outreach, tailored to both business-to-business (B2B) and business-to-
consumer (B2C) contexts. It includes specific examples, regional breakdowns, and practical
advice to ensure compliance with relevant data protection laws. Additionally, it highlights
the differences between B2B and B2C regulations, offering clarity for organisations engaging
in outreach activities across different markets.

1. Introduction

Cold outreach is a common and effective method for generating leads and growing business
relationships. Whether through email, calls, or other methods, outreach involves processing
personal and professional data—activities that are strictly regulated under data protection
laws such as the GDPR in the EU, PECR in the UK, and CASL in Canada.

Understanding these regulations is critical to avoid non-compliance, which can result in
significant fines, reputational damage, and loss of trust. This document is designed to
provide a foundational understanding of the legal frameworks governing lead generation,
with a particular focus on GDPR-compliant practices for businesses operating in the EU and
beyond.

If you are new to GDPR or data protection laws, here are some key concepts to know:

e GDPR (General Data Protection Regulation): A comprehensive EU law that governs
how personal data is collected, processed, and stored. It applies to businesses within
the EU and those outside the EU that target or monitor EU residents.

o Legitimate Interest: A legal basis under GDPR that allows businesses to process
personal data without explicit consent, provided that the processing is necessary,
transparent, and does not infringe on the individual's rights.

e Opt-Out Mechanisms: Tools provided to individuals to easily unsubscribe or object
to further communications, ensuring their control over personal data.

e B2B vs. B2C: The distinction between business-to-business and business-to-
consumer outreach is critical, as the regulations differ significantly. B2B outreach
generally has fewer restrictions, while B2C outreach often requires explicit consent.

This guide breaks down these principles, providing actionable steps for compliant lead
generation and examples to illustrate best practices.

ﬂ Lausas Group



2. General Guidelines for GDPR Compliance
2.1 Key Principles of GDPR

o Lawfulness, Fairness, and Transparency: Clearly inform individuals about how their
data will be used.

e Purpose Limitation: Use data only for legitimate business purposes.

o Data Minimisation: Collect only what is necessary for outreach.

e Accuracy: Keep contact information up to date.

e Storage Limitation: Retain data only for as long as necessary.

e Integrity and Confidentiality: Ensure secure handling of data.

2.2 What Constitutes Legitimate Interest?

Legitimate interest is a valid legal basis under GDPR for contacting business leads, provided
it meets the following conditions:

1. Necessity: The outreach must be necessary to achieve a legitimate business goal.
2. Balancing Test: The organisation’s interests must not override the individual’s rights
or freedoms.

How Legitimate Interest Enables Outreach:

e B2B Relevance: Contacting individuals in their professional capacity is often
considered legitimate when the message is relevant to their business role or needs.
e Transparency and Purpose: Clearly stating the purpose of your communication and
offering an opt-out ensures compliance.
e Examples:
o A marketing agency emailing a business about services tailored to their
industry.
o A software provider calling a company to introduce tools that could improve
operational efficiency.

When using legitimate interest, organisations must document their reasoning and ensure

they perform a balancing test to confirm that the individual’s rights are not
disproportionately impacted.
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3. Regional Breakdown: Rules and Examples
3.1 European Union (EU)

e Cold Emails (B2B): Allowed under legitimate interest if:
o The content is relevant to the recipient’s role or industry.
o An opt-out mechanism is included.
e Cold Calls: Allowed only in countries where specific consent is not required.
Prohibited in:
o Germany: Cold calls require prior consent.
o France: Cold calls without prior consent are not permitted.
o Austria: Requires explicit prior consent for cold calls.

Example: Sending an email to info@company.com about a service relevant to the
recipient’s business sector is allowed, provided you include an unsubscribe option.

Countries Prohibiting Cold Calls in the EU: Austria, France, Germany, Italy, and Belgium.
3.2 United Kingdom (UK)

e Cold Emails (B2B): Permitted under the Privacy and Electronic Communications
Regulations (PECR) if:
o The recipient is a corporate contact.
o The email content is relevant to their business role.
o An opt-out option is clearly provided.
e Cold Calls: Allowed unless the recipient is listed in the Telephone Preference Service
(TPS) database.

Example: A marketing agency sending an email to a UK-based corporate HR manager about
recruitment automation tools is permissible under PECR.

3.3 United States (US)

e Cold Emails: Regulated under the CAN-SPAM Act. Allowed if:
o The email clearly identifies itself as an advertisement.
o The sender’s identity and address are provided.
o An opt-out option is honoured promptly.
e Cold Calls: Allowed unless the recipient’s number is on the National Do Not Call
Registry.

Example: Calling a company’s business line to offer Saa$S solutions is allowed, provided the
number isn’t on the Do Not Call list.
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3.4 Canada

e Cold Emails: Covered under the Canadian Anti-Spam Law (CASL). Requires explicit
consent unless:
o There is an existing business relationship.
o The recipient’s email is publicly available and relevant to your business
offering.
o Cold Calls: Allowed unless explicitly prohibited by the recipient.

Example: Contacting a public email listed on a business directory to offer industry-specific
software solutions is permitted under CASL.

4. Best Practices for Compliance
4.1 Data Collection and Use

e Collect data only from publicly available, legitimate sources (e.g., company
directories).

e Avoid scraping personal profiles on platforms like LinkedIn, as this may violate terms
of service.

e Ensure scraped data is used exclusively for relevant, lawful business purposes.

4.2 Scraping Leads from Websites and Social Media

Scraping data from company websites and social media platforms can be a useful method to
gather business leads. However, it must be conducted in a GDPR-compliant manner:

e Publicly Available Data Only:

o Information such as company names, business email addresses, and phone
numbers listed on websites is generally acceptable to scrape, as long as it is
clear the data is intended for public access.

o Example: Extracting contact details from a company’s "About Us" or
"Contact" page for B2B purposes.

e Social Media Scraping:

o Scraping public profiles on platforms like LinkedIn is permissible for business
purposes but comes with restrictions.

o Do Not Scrape Personal Data: Avoid collecting non-business-related
information (e.g., personal email addresses, private contact details).

o Platform Terms of Service: Ensure compliance with the platform’s policies;
some platforms explicitly prohibit automated scraping.

¢ Transparency and Accountability:

o Inform the individuals or companies you contact about how their data was

obtained.
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o Example: "We found your contact details listed on your company’s website
and believe our services could benefit your team."
¢ Balancing Test: Conduct a legitimate interest assessment to ensure scraping does
not infringe on individuals’ rights or expectations of privacy.

4.3 Tighter Regulations for B2C

Business-to-Consumer (B2C) outreach is subject to much stricter regulations compared to
B2B. Here are the key differences:

Consent Required:

o For B2C, explicit consent is often mandatory before contacting individuals.
For example, sending promotional emails to personal Gmail or Hotmail
accounts typically requires prior opt-in consent.

Applicability of Legitimate Interest:

o Legitimate interest is rarely applicable for B2C communication, as the
individual’s privacy expectations outweigh the business interest in most
cases.

Examples of Tight Restrictions:

o Cold calls to private individuals are prohibited in most EU countries unless the
individual has explicitly opted in.

o Email marketing to personal addresses must follow double opt-in
mechanisms in countries like Germany and Austria.

Best Practices for B2C:

o Use consent management platforms to capture and store opt-in records.

o Provide clear and easy-to-understand privacy notices explaining how data will
be used.
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5. Specific Example Scenarios

Scenario 1: Email to a Business Contact

You: "Hi [Name], | noticed your company specialises in [Industry]. At [Your Company], we
offer [specific service] that could help streamline [specific business process]. Let me know if
you’d like more details or visit [website link]."

Scenario 2: Cold Call to a Corporate Line

You: "Good morning, I’'m [Your Name] from [Company]. We provide [specific solution] that
many [Industry] companies have found valuable. Do you have a moment to discuss how it
might benefit your team?"

Scenario 3: B2C Email Marketing

Not Permitted Without Consent: Sending an email to a personal Gmail account promoting a
product without explicit prior opt-in is a violation of GDPR in most EU countries.

6. Summary Table of Regulations by Region

|RegionH Cold Emails (B2B) ” Cold Calls ” B2C Communication ‘

|EU HAIIowed (with opt-out) HRestricted in some countries ”Strict consent required ‘

|UK HAIIowed (PECR-compliant) HAIIowed (unless TPS-listed) HStrict consent required ‘

Us Allowed (CAN-SPAM Allowed (unless Do Not Call ||Looser regulations (opt-
compliant) listed) out)

Canada Restrlc.ted (CASL- A||O\/\.Ie.d unless explicitly Explicit consent required
compliant) prohibited

7. Resources and References

e GDPR Full Text: https://gdpr-info.eu/

e PECR Guidelines: https://ico.org.uk/

e CAN-SPAM Act Details: https://www.ftc.gov/
e CASL Guidelines: https://fightspam.gc.ca/

Disclaimer

This document is intended as a general guide. The document is not a substitute for real legal councelling and
the reader should always check the legitimacy of intent by the local laws.
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